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Use Cases for

Data Migration
Federal agencies continue to adopt the cloud, with two thirds of Federal IT leaders and Cloud
stating that their agency is now using, or starting to use, the cloud for “mission critical Adoption

applications”. For many agencies, cloud adoption requires them to migrate data
currently stored in on-premises legacy applications, legacy email archives, PST files,
file shares or paper-based records. This requirement is being accelerated by directives

such as M-19-21. Legacy (email)
archives,
Cloud-Based Approach including Veritas
Enterprise Vault
Archive360's approach to data migration and cloud onboarding is designed to (EV), EMC
address known migration and cloud onboarding issues. Cloud-based and fully SourceOne,
managed, our methodology provides data accountability and migrations at 10-20x OpenText, ZL
the speed of conventional migration platforms, all without requiring any cloud
experience from IT.
Accurate insight reports to understand the scope, volume and disposition of data Legqcy & current
(including inactive users) application data
+ High-speed data transfer, supporting the collection and migration of 80+ different
data types across structured, semi-structured and unstructured data. PST files

Scan, tag and quarantine data (i.e,, data that contains Pl or other sensitive
information)

Classify data as a record and apply retention and disposition

Encrypt data using our patent-pending Gateway Encryption technology
Legal, compliance and journaling requirements

Full chain of custody
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We've helped more than We have migrated data We have migrated more
2000 organizations, from more than 3 than 60 petabytes of
including US Federal million on-premises data to the Microsoft
Agencies, securely and mailboxes to Microsoft cloud with verifiable
compliantly migrate their 365 and Azure without data fidelity.
data to Microsoft 365 impacting user
and to Microsoft Azure. productivity.
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A Microsoft Top Tier Partner

Co-Sell Prioritized Microsoft Partner and with multiple Gold Competency Certifications, we are recognized experts in
cloud-based intelligent information management and archiving for regulatory compliance and litigation
preparedness for structured, semi-structured, and unstructured data. Working with Microsoft, Archive360 is:

« ATop Tier Azure partner
+ Azure Marketplace transactable and prioritized
« MACC enabled

+ Delivering a CSP option for customers that require it

¢¢ The government has been issued directives to reduce costs and transition on-premises data
center applications to the Cloud. By partnering with Microsoft and Archive360, Peraton is delivering
successful cloud migration and cloud hosted eDiscovery services to DSH to meet regulatory
compliance. For significantly less cost and time, the solution running on Azure Government Cloud
offers increased security, scalability and ability to leverage newer innovations such as transcription
services, analytics, pivot speed and balance cost control capabilities. ??

Jorge Diaz, Chief Engineer — DCCO Engineering and Cloud Services, Department of Homeland Security

Your Data, Your Government Cloud, Your Control

Archive360's software is deployed as a PaaS solution—in the customer’'s own Azure tenant (Azure Commercial or
Azure Government Clouds), under their control. The data resides in the Agency’s Azure tenant. The Agency
maintains their own encryption keys, controls the data security policies and maintains full control at all times.

Data Compliance

« Archive360's software does adhere to the compliance certificates met by Azure - including:
ISO, SOC, CSA, NIST, FedRAMP, DoD, FIPS, HIPPA/HITRUST, VPAT508.
- We also offer end to end encryption of data in transit, at rest and in use.

About Archive360

Archive360 is the enterprise information archiving company that businesses and government agencies worldwide trust to
securely migrate their digital data to the cloud, and responsibly manage it for today’'s regulatory, legal and business intelligence
obligations. This is accomplished by applying context around the search, classification, security, retention, disposition and
indexing of data including files, videos, and emails—all while allowing organizations to maintain full control over privacy, access,
and compliance. Archive360 is a global organization that delivers its solutions both directly and through a worldwide network of
partners. Archive360 is a Microsoft Cloud Solution Provider, and the Archive2AzureTM solution is Microsoft Azure Certified. To
learn more, visit www.archive360.com.
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