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Connect™ for Zoom

Ensure Zoom communications are captured and managed to meet your

regulatory, privacy and risk management

Zoom enables employees to present to and collaborate with anyone, anywhere, creating
millions of records daily that could expose your organization to legal, regulatory and data
privacy risks. Zoom meetings can provide visibility into attendee personal information
(i.e.- in the background you might see religious symbols or items indicating political
affiliation) and behavior, leading to potential complaints of harassment, discrimination,
and retaliation, exposure of sensitive information or other costly policy violations.

Archive360 provides a highly scalable and secure archiving and information management
platform that centralizes the management of all types of structured and unstructured
data — including messages, emails, and files — to meet today's regulatory, legal, and
business intelligence requirements. Archive360 Connect™ for Zoom automatically
captures content directly from Zoom in its native format and in full context so you can
quickly find an investigation’s relevant data, review Zoom content like it appears in Zoom
and easily interpret conversations, protect the data against alteration, and produce audit

logs to help legal teams maintain defensibility.

Collaboration meets Compliance

Ensure SEC, FINRA, MiFID Il and other
regulatory requirements are met easily and
cost-effectively by automatically capturing,
archiving, indexing, classifying and scanning
Zoom communications. Once in the
Archive360 archive, chat messages aren't
flattened into an email format like in other
archiving applications. All content is
captured in its native format, so you can
quickly and easily review Zoom content with
our and/or leading e-Discovery solutions.

Built for the Cloud

Archive360 is the first intelligent
information management and archiving
platform built for the Azure Cloud. This
means that your sensitive Zoom data, as
well as all other archived data, always
stays in your cloud under your direct
control — encrypted with your keys. Unlike
other vendors, Archive360 provides full
data onboarding and cloud management
of your Zoom data, all in one solution.
Why pay for and rely on a proprietary
third-party cloud provider with confusing,
questionable security controls and data
processing restrictions?
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obligations

Automatically
Archive and

Manage Zoom
Conversations
and Content

Communication Types

Chats (public &
private)

« Individual

Intelligent Risk Mitigation
Archive360 captures multiple
communication channels including email
and is optimized for organizations with
heavy collaboration workloads. When
conversations happen across Zoom,
email, or other channels you can search
and review the entire conversation within
the Archive360 platform. All Zoom
content can be appropriately (based on
content, context, ownership and
geographic location) secured, archived,
indexed, classified and scanned.
Potentially sensitive data and PIl can be
identified, and reviewers automatically
alerted to policy violations.

» Group

Meeting & Webinar
Recordings

Chat Content

« Emojis, GIFs,
Stickers

» Audio and video
recordings

« Links

» Message edits

+ Message deletions
+ Shared files

» Reactions

+ Mentions

Meeting / Webinar
« Chats
» Shared files

» Recordings /
Transcripts

“,{ o

Index and extract text content from images with
OCR and automatically redact sensitive data.

» Breakout rooms
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Unmatched Zoom Content Protection Know Your Zoom Content

* Zero-Trust security model — It's your data, in your
cloud, under your control — unlike Saa$S solutions, you
have complete control over infrastructure and

* Optionally index and extract text content from PDFs
and images with Optical Character Recognition (OCR)

information security protocols. + Optionally detect objects within an image or video
* Secure attribute- and role-based access control with all . ’ . '
activities recorded in a complete chain of custody. * Instantly transcribe audio and video content with
+ Our optional Security Gateway enables you to: speech-to-text capabilities
: E}?crylpt éour data on-premises before moving itto . |nstantly translate text across more than 100
the cloud.

, . languages
» Store / manage your encryption keys on-premises —

apart from your data stored in the cloud.

* Use unique encryption keys and data classification
to apply fine-grained access control to specific * Intelligent, Al-powered support of your FINRA Rule
sensitive words or characters sets within a file as 3110 and NYSE Rule 342 supervisory review

well as the file's metadata through masking, . ; | as data ori . ;
anonymization, or redaction. requirements as well as data privacy requirements.

« Even system administrators can’t access the data » Automatically alert reviewers if policy violations are
without explicit approval detected

Monitor Zoom Content

Compliance Archiving & The Power of PaaS  Easily Find What You Need

* Zero vendor lock-in! Your Zoom data is stored in your  « Search, visualize and analyze petabytes of structured

cloud tenancy, in its native format. and unstructured data.

y Defing policies to automatically manage Zoom message « Keyword-based searching across all content and
retention and dlSpOSItIOﬂ and enforce Iegal holds. related properties using exact, partia|, and wildcard

* Appropriately archive Zoom communications to meet in- matching.
country data residency and disposition requirements. + One search across content from multiple repositories

+ Unmatched ability to quickly process large volumes of produces a single integrated set of search results.
data (PBs) — no matter how many users or workloads. - Machine learning and analytics work behind the

* Control storage and processing costs via scalability on scenes to produce search results that are not just
demand — use (and pay for) only what you need. relevant to the search term but are relevant to the

* Protect Zoom messages from alteration with WORM/SEC user, based on role, location, search history and other
compliant immutable storage. factors.

About Archive360

Archive360 is the enterprise information archiving company that businesses and government agencies worldwide trust to
securely migrate their digital data to the cloud, and responsibly manage it for today’'s regulatory, legal and business
intelligence obligations. This is accomplished by applying context around the search, classification, security, retention,
disposition and indexing of data including files, videos, and emails—all while allowing organizations to maintain full control
over privacy, access, and compliance. Archive360 is a global organization that delivers its solutions both directly and through
a worldwide network of partners. Archive360 is a Microsoft Cloud Solution Provider, and the Archive2Azure™ solution is
Microsoft Azure Certified. To learn more, visit www.archive360.com.
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